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EXECUTIVE SUMMARY

This document fulfils a dual purpose: it defines the work to be done in Work Package 2 of the
VPH-Share project by providing a general overview of the aims of this WP and the means by
which WP2 plans to meet these goals, and it also contains an in-depth description of the state
of the art relevant to the research and development tasks in WP2. More specifically, the
deliverable can be divided into an introductory section, which establishes some basic
concepts and presents the basic use cases of interaction with WP2 mechanisms and tools, and
a state of the art analysis section, which lists the existing solutions and ongoing work in the
following areas:

“+ deployment and execution of applications in cloud infrastructures;
“ access to high performance computing (non-cloud) infrastructures;
¥ access to large binary data in the cloud,

¥ data integrity, availability and retrievability;

¥ security aspects related to cloud computations.

The analysis presented in this document is meant as a starting point for the development of a
detailed WP2 architecture, which is expected to coalesce by Project month 6 and will be
described in a separate WP2 deliverable (D2.2). Thus, each section comes with specific
recommendations for developers of VPH-Share tools and suggests specific technologies and
components to be adopted by WP2. In general, the following conclusions can be drawn from
to-date analysis:

“» Regarding access to computational resources, we need to be able to deploy applications in
public clouds as well as on private cloud infrastructures. For reasons detailed in Section
4.1 It seems advisable to retain compatibility with AWS (Amazon Web Services)
solutions while using OpenStack as a management platform for private (project-oriented)
cloud installations;

' Access to legacy HPC infrastructures can be ensured by integrating an Application
Hosting Environment (AHE) client in the virtual machines on which VPH-Share
applications are to be hosted,;

¥ Data access should be provided by way of an OCCI (Open Cloud Computing Interface)
client facilitating storage and retrieval of binary data objects in various underlying (cloud-
specific) repositories;

“ A project-wide registry of managed binary data objects has to be maintained and an
automated Atomic Service should exist to periodically check the integrity of such objects,
migrate them between storage resources (upon request) and provide direct access with the
use of the VPH-Share Master Interface (developed by WP6);

“  All of the above components must implement a common security policy, enforced with
the use of project-wide security tokens, issued by a trusted authority and accepted by all
VPH-Share modules which expose an external (SOAP or REST) interface.

This document is meant as a live deliverable — should additional technologies become

relevant to WP2 development at the design/implementation stage, we intend to issue
extensions to the topics discussed here, taking into account ongoing developments.
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1 INTRODUCTION

The goal of Work Package 2 (Data and Compute Cloud Platform) is to develop, integrate and
maintain an environment which will enable the VPH-Share workflows, as well as any
application making use of VPH-Share resources, to operate on top of the cloud and high-
performance computing infrastructure provided by the project.

In order to fulfill this task, Work Package 2 needs to deliver a consistent service-based
system which will enable end-users to deploy the basic components of VPH-Share
application workflows (known as Atomic Services) on the available computing resources,
and then enact workflows using these services. Both types of activity need to be supported
concurrently — note that the developer of an application workflow is not necessarily the
person interacting with the workflow once it has been prepared. Thus, the end-user interfaces
(and — by extension — the Work Package 2 services which support them) must cater to both
groups of users. This division of responsibilities will be further elaborated upon in Section 2.

Given the above requirements, the primary aim of this document is to provide a basis for the
development of a detailed architecture of WP2 services. We will investigate the current state
of the art in distributed computing and binary data access solutions, and formulate
recommendations for VPH-Share. The document is structured as follows:

¥ Section 2 outlines the purpose of Work Package 2 and shows how WP2 fits into the
overall vision of VPH-Share. It also discusses generic use cases, explaining how the
services provided by WP2 will be used in support of the actions performed by end users
of Project software. Finally, it establishes some basic concepts and terms which will
subsequently be used to describe the features of WP2 software.

« Section 3 lists the key issues which arise from the use cases discussed in Section 2,
setting the stage for a detailed description of the state of the art with regard to specific
areas of interest.

¥ Section 4 presents the current state of the art in each of the fields identified in Section 3,
listing ongoing scientific and commercial initiatives and providing recommendations for
the VPH-Share infrastructure.

¥ Section 5 summarizes the presented descriptions and contains general conclusions.

2 WORK PACKAGE DEFINITION AND HIGH-LEVEL OVERVIEW

Work Package 2 is responsible for maintaining the interface between the end-user tools,
developed (among others) in WP6 and the actual computing and data storage resources, as
depicted in Figure 1. According to the Project’s Description of Work [1], the WP2 approach
is not to develop low-level cloud middleware or services, but rather to build on top of
existing solutions. Thus, we intend to use available laaS providers (e.g. Amazon EC2)
together with privately-deployed open source cloud platforms (e.g. Eucalyptus, Nimbus). The
proposed solutions will be positioned above such laaS layer, tailoring for collaborations
which either have access to local resources or intend to outsource the infrastructure to
commercial providers.
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Figure 1: WP2 in the VPH-Share architecture

The services developed in Work Package 2 will provide a basis for higher-level services and
tools developed in other technical Work Packages of the Project. The computational
workflows from WP5 will be integrated with the platform and the user tools (WP6) will
provide access to the services. Hence, in order to provide a consistent basis for the
development and integration of Project middleware, our work needs to be based upon in-
depth analysis of the state of the art in distributed infrastructures for high-performance
computing and large-scale data management. Moreover, due to the sensitivity of data which
will be managed with the use of VPH-Share tools, we need to devote special attention to
mechanisms ensuring security and reliability of any data stored in the resulting infrastructure.
In addition to purely technical considerations, we also have to take into account the
requirements for the VPH-Cloud cloud platform resulting from Task 2.7, where all VVPH
flagship workflow leaders will contribute the descriptions of their applications and services.
Such combined approach of “application pull” and “technology push” will result in the
design and the first prototype which will be subject to iterative evaluation and refinement
throughout the remainder of the Project’s life cycle.

In line with the considerations presented above, we will now outline the process by which
Work Package 2 services will be exploited in support of the basic use cases of the VPH-Share
project. While a specific, in-depth description of each WP2 module will be included in the
second WP2 deliverable (due by Month 6 of the Project), the aim of this introductory session
is to give the reader an overall impression of how Work Package 2 fits into the general VPH-
Share vision and which areas need to be covered by the state of the art analysis in order to
ensure that the WP2 objectives are met.

2.1 Deployment of a VPH-Share application workflow

As mandated by the Description of Work [1], the VPH-Share workflows consist of Atomic
Services, encapsulating domain-specific functionality of the VPH-Share applications. In
order to ensure smooth deployment of the pilot applications in the VPH-Share infrastructure,
WP2 must deliver tools which will expose the features of atomic services (as defined in
DoW) while ensuring that application developers remain unconstrained with respect to the
technologies in which their applications are developed. In short, WP2 must enable
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deployment of arbitrary applications on the available cloud and HPC resources. The laaS [2]
model, also called a Resource Cloud, is naturally suited to this type of integration as instead
of predefined “building blocks” from which applications can be constructed (such as services
or components) it instead provides users with a platform on which to deploy their own
software. The purpose of this section is to outline how VPH-Share applications will be
constructed and deployed, as well as to firmly establish certain concepts which will be
consistently applied throughout the remainder of the Project.

The deployment use case (i.e. preparation of a VPH-Share application for use) is briefly
illustrated in Figure 2. It should be noted that this task falls to the application developer, i.e. a
person intimately familiar with the implementation specifics of a given application. This
action needs to occur once per lifetime of the VPH-Share application. Once completed, the
application can be accessed by end users numerous times with no further developer
involvement.

VPH-Share

I. Browse avail. OS templates
2a. Create VM with selected OS
2¢c.ReturnVM IP

s
template
registry

3. Install
required
software

2b.SpawnVM

Cloud platform

Figure 2: Creation of an Atomic Service on the basis of an existing application, component or standalone tool

As can be seen, the application developer’s interaction with the VPH-Share environment
begins with the Master Ul delivered by WP6 (step 1), where the developer requests the
creation of a new atomic service (step 2a). In response, the WP2 component responsible for
AS management spawns (step 2b) and exposes (step 2¢) a fresh Virtual Machine, residing in
the cloud. Upon receiving the IP (and administrative login information) for this VM, the
developer may proceed to install the software belonging to his/her application (step 3). Once
complete, this machine can be registered with VPH-Share mechanisms whereupon it becomes
an atomic service (step 4). The project infrastructure stores information on atomic services in
its registry (maintained by Work Package 4) and can provide it to end users as well as
automated tools such as the Workflow Composer. In this way, atomic services are managed
by the VPH-Share infrastructure. It should be noted that, at least as far as cloud computing
resources are concerned, operating an instance of an atomic service, deployed and running on
leased computing resources, can be expensive as it would require the Project to finance such
resources whether they are exploited or not. Thus, we envision a situation where atomic
services are stored in the form of virtual system images and instantiated on demand, as
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requested by end users or workflow enactment middleware. We therefore define the
following concepts, which will be applied throughout this deliverable and over the course of
WP2 development:

©

©

Virtual Machine: A virtual host spawned from a preconfigured operating system
template and exposed to application developers so that they can install and deploy their
applications (or components thereof). Virtual machines make no assumptions regarding
the technologies with which applications are developed — the developer obtains
administrative login information for his/her virtual machine and can deploy arbitrary
software, libraries, modules etc. It is also possible to preinstall certain software on virtual
machines, if required by the VPH-Share infrastructure (for instance, security modules,
client service wrappers etc.)

Atomic Service: A Virtual Machine on which components of VPH-Share-specific
application software have been installed, wrapped as a virtual system image and
registered with VPH-Share management tools provided by Work Package 2. Note that
atomic services are not necessarily instantiated, i.e. they should be treated as images
rather than actual network hosts. WP2 takes care of instantiating such services as required
by the end users, leading to the concept of an Atomic Service Instance, presented below.
An important assumption is that the atomic service exposes its functionality through a
web service interface, mediated by the Virtual Machine’s web server software (such as
Apache [3]).

~ Atomic Service Instance: A specific atomic service deployed on computing resources

(cloud-based or otherwise) and providing VPH-Share application functionality through a
web service (SOAP or REST) interface, typically in the form of a publicly-accessible host
exposing a WS API (which is also registered with VPH-Share mechanisms and can be
queried by developers). Atomic Service Instances need to be secured against unauthorized
access through a token-based security mechanism, developed in Task 2.6.

While a single Virtual Machine is always used to create and store exactly one atomic service,
a number of separate instances can be launched for a single atomic service. The decision
when to deploy instances (and how many of them should be launched) rests with the WP2
deployment planning and execution environment. This concept is briefly outlined in Figure 3.

I.Log in to M VPH Master Int. 'WP?2 backend
HM]Q 3a. Get atomic services

S 2. Execute application O-H— 3 — 3
Workflow Atomic Cloud
DR Tttt service resource

Composer
reg. reg.

tool

4.Run
workflow

Appl.#1 | [ Appl.#2
Cloud platform

Figure 3: Deployment of VPH-Share Atomic Service Instances
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As can be seen, the Workflow Composer tool, accessible through the VPH-Share Master
Interface, is responsible for informing the WP2 backend which atomic services are required
to execute a given workflow. The backend responds by launching the required atomic service
instances and passes a list of instances back to the WFC, which can then commence
executing the workflow.

2.2 C(Classes of Atomic Services

It is worth noting that several different classes of atomic services may coexist in the VPH-
Share infrastructure. More specifically, three distinct classifications can be introduced, as
outlined in the following subsections.

2.2.1 Resource requirements

In terms of the underlying resources needed to provide the functionality of atomic services
(and their instances), the following distinction can be made:

“» Cloud-based Atomic Services: these atomic services are based on cloud resources and
are deployed either in private clouds or in public cloud infrastructures made available to
the Project. Specifically, in order to create instances based on these atomic services, the
WP2 tools need to interact with the underlying resources through one or more of the
available cloud computing stacks, as discussed in section 4.2.3).

“ Non-cloud Atomic Services: a separate category of atomic services which do not operate
on cloud resources but nevertheless expose the same API to the WP2 management tools.
This category specifically includes HPC clients developed within Task 2.3 and may also
include plugins for other (legacy) non-cloud computing platforms. Section 4.3 contains
more information regarding such services.

2.2.2 Genericity

In terms of the actual purpose of each atomic service, the following classes can be
distinguished:

' Application-Specific Atomic Services: These atomic services will be specifically
constructed as parts of VPH-Share application workflows, as reported in [1]. An atomic
service may encapsulate an entire VPH-Share application or parts thereof — the decision
which approach to pursue rests with workflow developers. The purpose of each of these
services is to provide application-specific functionality for the workflows which are
prepared and enacted using WP6 tools on behalf of the end users of the VPH-Share
platform.

“ Generic Atomic Services: These atomic services are associated with the platform itself
rather than with any particular application. They enable end-users as well as automated
VPH-Share tools to perform administrative tasks, ensure security, support post-processing
of application results (to enable their visualization in the Master Interface) and facilitate
automatic maintenance of VPH-Share datasets (including direct access to data mediated
by Task 2.4, and data availability/provenance tracking within Task 2.5). Generic atomic
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services can be exploited directly by the WP6 user interfaces or indirectly, by VPH-Share
application developers who can embed them in their application workflows.

2.2.3 Persistence

From the point of view of their persistence, atomic service instances can be divided into the
following categories:

“ Instances deployed on demand: as mentioned above, most atomic service instances will
need to be instantiated on demand so as to conserve cloud resources. In such cases, WP2
management tools will be able to spawn an instance for a given atomic service when
requested by WP6 workflow management, and then despawn it once a given workflow
has concluded. We foresee this as the primary mode of operation for application-specific
atomic services.

¥ Persistent instances: in certain cases — such as for generic atomic services which
perform regularly-scheduled maintenance tasks or are otherwise time-critical (and cannot
tolerate delays associated with instantiating a fresh atomic service) — WP2 will be able to
maintain a given atomic service in an “always ready” state by preinstantiating an instance
which is persistently deployed on computing resources and can accept incoming requests.
Clearly, the need for responsiveness will have to be balanced against the additional cost
incurred by maintaining such an instance— the decision on whether to spawn static
instances will have to be made by the WP2 tools on the basis of load-balancing
algorithms, or delegated to the system administrator with the use of WP6 interfaces.

Having briefly outlined how WP2 will support the requirements imposed upon it by the
Description of Work we can proceed with a more detailed explanation of the specific areas of
responsibility for WP2 technical tasks and the technologies which fall within the scope of
each of these tasks.

3 KEY CHALLENGES INVOLVED IN DEVELOPING A CLOUD PLATFORM FOR VPH-
SHARE

In order to provide a platform which supports management and provisioning of cloud and
HPC resources consistent with the above description, Work Package 2 needs to build upon
existing resource management technologies. We intend to apply industry standards whenever
possible and extend them where required by the specifics of VPH-Share. Thus, we intend to
focus our analysis of the state of the art on the following fields.

3.1 Management of cloud resources

Cloud computing is a relatively fresh concept in information technology and a number of
approaches and competing platforms have recently appeared on the market (see Section 4.1.3
for an in-depth discussion of these platforms). Since no global standards regarding the
management and integration of cloud resources have been codified thus far, we need to
evaluate the de facto industry standards and choose the most promising solutions while
making sure that we do not subject ourselves to “vendor lock-in” by choosing a single
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platform to the exclusion of all others. This leads to the following questions, which will need
to be addressed further on in this deliverable:

' What technologies are currently being used to expose and access cloud resources in laaS
solutions available on the open market? What are their advantages and constraints? To
what extent do they permit fine-grained management of cloud resources? What are their
associated security and billing models?

“ What middleware platforms exist for management of private cloud installations? Do they
ensure cross-compatibility with public computing clouds?

“ What is the relative maturity of the technologies discussed above? Are there any legal
issues which would preclude VPH-Share from making use of these technologies?

3.2 Management of HPC resources

In addition to managing cloud resources and deploying workflows on such resources, VPH-
Share will also need to ensure compatibility with existing HPC infrastructures. Thus, a
separate section of the document needs to be dedicated to reviewing the state of the art in
non-cloud HPC platforms, which involves answering the following questions:

“ What other (non-cloud) distributed computing infrastructures are currently being
exploited within the scientific community? What are the requirements (technical and
otherwise) for accessing such infrastructures?

¥ How can arbitrary code (i.e. atomic services) be deployed on non-cloud HPC resources?
How to ensure consistent management of such code along with cloud-based resources?

3.3 Access to Binary Data

Work Package 2 is tasked with providing access to binary data in parallel with atomic
services and their associated instances. This task calls for a separate study aimed at
describing and selecting optimal data management solutions from the point of view of VPH-
Share requirements. Important issues include:

' What tools and technologies are provided by existing cloud computing stacks (both public
and private) for the purposes of storing and manipulating binary data? To what extent
does the owner of binary data have control over where such data is physically stored and
who is permitted to access it?

¥ What access protocols are in use to store and access binary data? Are these protocols
consistent with the access restrictions foreseen in the scope of medical data management
in the VPH-Share project?

¥ What security mechanisms are used to protect binary data? How can the Project ensure
that such data is not leaked, either by way of unauthorized use of VPH-Share tools or
through malicious access to physical resources by the infrastructure provider?

¥ What guarantees can be provided to end users of the VPH-Share platform regarding
consistency and availability of binary data in the cloud? How to ensure that these
guarantees are met?
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3.4 Security

Security is an issue which should be addressed in parallel to the functional characteristics of
the WP2 infrastructure. While each of the topics outlined above necessarily touches upon
security issues, ensuring consistent security enforcement throughout the Project requires us to
devote a separate section to the concept of securing distributed computing systems (of which
VVPH-Share is a prime example). Thus, the following questions arise:

“ What security mechanisms are associated with de facto cloud computing and HPC
standards and how can these be integrated with one another to provide a uniform security
layer for VPH-Share?

“» How to ensure secure enactment of the use cases outlined in Section 2.1 and how to make
sure that each component of the distributed computing platform (including VPH-Share
tools, atomic services and their instances) is appropriately secured against unauthorized
access?

¥ How to integrate security in a way which does not place undue burden on the end users of
VPH-Share application workflows? Is a Project-wide Single Sign-On mechanism feasible
given the security requirements imposed by individual Tasks?

The remainder of the deliverable is intended as an in-depth analysis of each of the aspects
presented in this section. In addition to discussing the current state of the art related to cloud,
HPC and binary data management, we will also discuss how the technologies outlined here
can be adapted for the purposes of VPH-Share and whether they need to be extended given
the Project’s requirements. The conclusions drawn from this analysis will serve as a starting
point for the initial iteration of the WP2 technical architecture, which will be the focus of
Deliverable 2.2, due by Project Month 6.

4 ANALYSIS OF THE STATE OF THE ART AND RECOMMENDATIONS FOR VPH-SHARE
4.1 Cloud application deployment and execution

In this section we plan to describe results of analysis of various technologies and services
related to executing applications in the cloud. The scope of our research was very broad,
including aspects of virtualization that practically always back the cloud stacks, the stacks
themselves, various public cloud providers and, finally, aspects of hybrid clouds, federations
and APIs accompanied by libraries enabling manageable use of those APIs.

4.1.1 Virtualization

In theory, cloud computing infrastructures could be built without any virtualization at all,
since there exist numerous methods for out-of-band management of physical machines
(including control over boot sequences). This includes the so-called Baseboard Management
Controller (BMC) integrated into servers (on the motherboard or as an add-on PCI card) such
as HP iLO [4], Dell DRAC [5], IBM RSA [6], Oracle (formerly Sun) ILOM [7], Intel RMM
[8] or Supermicro Intelligent Management (Nuvoton WPCM450 Controller) [9], in addition
to external devices such as LAN/WAN controlled Switched PDUs. Those devices support
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proprietary command-line interfaces over telnet or ssh and some of them (BMCs) also
provide standard protocols such as IPMI [10]. Thus, they can be combined with technologies
allowing remote (network) booting of an OS (such as PXE [11][12]) and mechanisms for
provisioning mass storage resources via networks, either NAS (e.g. NFS) or SAN (e.g. FC or
iISCSI), to create infrastructures with automatic provisioning of full physical (non-virtualized)
nodes exposing custom OSs to users. However, complete lack of virtualization would
introduce serious problems; specifically:

“ significantly increased resource granularity (except storage, which could be provided as
needed, over a network) — generally, the smallest CPU/memory unit would be equal to the
entirety of resources provided by the least powerful machine;

“ increased number of physical machines, as each user would require a full node (and not
e.g. 1 core out of many provided by modern servers) — this would greatly exacerbate the
storage, power and cooling requirements, thereby increasing operating costs;

“ in order to provide various types of machines, the provider would need to maintain
various types of physical nodes (e.g. single/dual/quad core processors etc.), which would
create a highly heterogeneous infrastructure, very difficult to maintain;

¥ the infrastructure required to control those nodes would become much more complex and,
as such, vulnerable to misconfigurations and failures.

Thus, although virtualization is not required per se in a cloud infrastructure, it remains
important and allows flexibility which is an essential aspect of modern cloud platforms.

There are various virtualization mechanisms. At the most basic level, we could divide them
into two groups — Virtual Machine Manager (VMM, Hypervisor)-based and Operating
System-based (also called containers). Hypervisors allow running full operating systems,
including separate kernels and user space code, within each VM. As such, they provide better
separation and more robust features, including the ability to run custom kernels or kernel
modules. On the other hand, container-based VMs run separate user-space code and share
common kernels with host OSs. As a result, such VMs have limited features, especially
kernel-related (such as iptables in Linux), and lack support for custom kernel modules. They
usually won’t run OSs which differ from the core OS (perhaps allowing several variants —
akin to Linux distributions). There are exceptions, such as Branded Solaris Zones [13], which
allow running Linux inside a Solaris Zone — but this is achieved through emulation of Linux
system calls by the Solaris kernel, and not by running a true Linux OS. Despite those
drawbacks, OS-level virtualization also has some merits — for instance, reduced overhead on
host and guest machines. However, as this overhead is not particularly significant on VM-
based platforms, it is usually not considered a critical issue. For this reason OS-level
virtualization is not commonly applied in clouds — as confirmed by our analysis of the
available cloud stacks (described later on in this section), most stacks officially support
hypervisor-based technologies, such as Xen [14] or KVM [15]. (Of note is the fact that
OpenStack seems to support a single container-based virtualization solution, namely LXC
[16] and there is ongoing effort to provide support for OpenVZ [17]).

Hypervisors can be augmented by custom hardware virtualization extensions. The most
important of them (VT-x for Intel [18], AMD-V for AMD [19]) enable running VMM in a
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